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Abstract 
The Serval Mesh is an Android application for creating and communicating over a mesh network; or 

a network made of a large number of smartphones talking in a peer-to-peer manner. This network 

means that people can communicate without telecommunications infrastructure. 

Unfortunately, The Serval Mesh is exclusively compatible with Android smartphones, which account 

for only half of the Western smartphone market (Comscore, 2014). While adding support for iOS to 

The Serval Mesh has been extensively discussed in the past, it was not until late 2013 that it was 

possible for it to be ported to iOS, as iOS did not support peer-to-peer networking between phones. 

This meant that iPhones were unable to talk directly to each other using WiFi or Bluetooth (except in 

very limited ways that not controllable via public APIs). 

The purpose of this project was to experimentally create a version of The Serval Mesh application for 

iOS, and to evaluate the feasibility of the Serval Project adding official support for iOS. 

There were three major components to this project: 

 Making the core of Serval, Serval DNA (for Distributed Numbering Architecture) work on iOS 

 Evaluating the potential and limitations of Apple’s new MPC Framework 

 Creating a web interface using Serval DNA’s REST (Representational State Transfer) API to 

enable users to send and receive chat messages. 

The project resulted in the successful completion of each of these components. Furthermore, the 

web interface and the core were integrated to create a functional chat application for iOS. 

A tangible outcome of the current work is that Serval now has a working web interface. The interface 

uses Serval’s REST API, which enables applications to send and receive MeshMS messages by sending 

requests to Serval’s HTTP server. This project was the first to use Serval’s REST API for implementing 

a MeshMS client and as such identified several issues that were resolved during the course of this 

project, including the API not having documentation and the API lacking several methods critical for 

implementing a functional chat application. 

Further tangible outcomes of the current work resulted in the creation of a Serval MeshMS chat 

application for Apple’s iOS platform. Serval’s core code now runs on iPhone and a custom web 

interface enables users to send and receive messages over Serval’s mesh network on iOS.  The chat 

application created does not use the MPC framework, which was experimented with in a separate 

application; however, this integration was not necessary to demonstrate the potential of The Serval 

Mesh on iOS. 
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Chapter 1 Introduction 

Project Background 
The Serval Mesh application for Android (Serval for Android) enables people to communicate over 

long distances without infrastructure, using nothing but a network of smartphones. This application 

is designed to be used following natural disasters, in locations where there is no infrastructure 

available, in places where the local infrastructure is unreliable or undesirable to use and, anywhere 

that people want to use it. 

A mesh network functions by using nodes in place of infrastructure. Instead of telecommunications 

data being routed through a network of cell towers and fibre optical cables, as shown in Figure 1, 

they are instead routed through a network of interconnected phones which relay the data to each 

other to deliver it to the destination node (e.g. the phone being called), as shown in Figure 2. 

 

Figure 1 A normal telecommunications network topology 

  

 

Figure 2 A mesh network of smartphones 

 

By installing the Serval application on their smartphones, users can become part of this network, 

enabling them to securely send text messages, make phone calls, and send files over the mesh 

network. Furthermore, these users will be relays in the mesh network, enabling them to forward 

traffic for other users of the mesh network. 

The Serval Mesh application addresses many of the inherent problems with peer-to-peer mesh 

networks. Two of these issues are privacy and identity, which Serval solves using applications of 

cryptography. All messages sent over The Serval Mesh are encrypted and can only be read by their 

recipient. Additionally messages are secured by being signed by their Serval ID, which actually serves 
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as both a user’s public key and network address. This means that network traffic can safely pass 

through a mesh network of potentially untrusted nodes without compromising the privacy or 

integrity of the contained message. 

Unfortunately, The Serval Mesh application has been developed exclusively for Android. Android only 

accounts for around half of the US smartphone market (Comscore, 2014), with the majority of the 

remainder using Apple’s iOS. To increase the usefulness of The Serval Mesh, a long-term goal has 

been to develop a version of the application for Apple’s iPhone. 

Two issues have so far prevented the Serval Project from porting The Serval Mesh Serval to iOS. The 

first, and most important, is the previous lack of peer-to-peer networking support on the iPhone. 

This limitation was critical because The Serval Mesh network consists of a large number of peer-to-

peer links. The second has been the Serval team’s lack of familiarity with the iOS platform, as no 

individual within the Serval team has done any work with iOS. Because of the Serval team’s lack of 

familiarity with iOS and lack of knowledge about the MPC framework, it would be too risky from a 

time perspective: the time investment required to implement The Serval Mesh application for iOS 

was unknown, and this is incompatible with Serval Project’s approach of applying for fixed grants to 

implement specific projects.  This meant there was an opportunity for a student project to begin 

exploring this space, allowing the Serval Project team to identify and begin to reduce the risks 

relating to developing an iOS port to a level where it would be reasonable to seek grant funds to 

undertake the port. 

Project Objectives 
This project’s primary objective was to evaluate the potential of The Serval Mesh on iPhone. This was 

broken down to the three main areas of unresolved technical risk: 

 Analysing the potential of the MPC framework 

 Building, running and using Serval’s core (Serval DNA) on iOS 

 Evaluating the potential of a web (HTML/JS) interface for Serval 

It was possible to implement and evaluate each of these components independently of each other; 

they did not need to be sequentially completed and the outcome of one component would not affect 

the outcome of other components. It was desirable that each of these components were combined, 

as this would form a usable port of The Serval Mesh for iOS, though this was not essential to the goal 

of evaluating the potential of The Serval Mesh on iPhone. 

Scope Limitations 
The only part of Serval that this project implemented in its interface on iOS was MeshMS. This 

decision was made on the basis that not everything in the Serval Android application needed to be 

implemented to demonstrate the potential of Serval on iOS and attempting to implement all 

functions in The Serval Mesh application for Android would have been time-prohibitive. 

Additionally, the scope of this project was limited to evaluating the potential of Serval exclusively on 

phones running unmodified versions of iOS. This meant that for the purposes of this project, jail- 

broken iPhones were not considered. The basis of this decision was that since the majority of 

iPhones are not jailbroken, the cost/benefit ratio of adding support for jail-broken phones is minimal, 

hence it is pragmatic to focus exclusively on porting Serval to regular iPhones. 
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Chapter 2 Literature Review 

MultiPeer Connectivity Framework 
Apple’s MPC framework is a proprietary ad-hoc networking framework introduced in 2013 at the 

Apple Worldwide Developer Conference. It enables iOS devices, and more recently OS X device (i.e. 

Apple Macs and MacBooks), to communicate with each other in a peer-to-peer manner using 

Bluetooth, infrastructure WiFi (WiFi networks using access points) and ad-hoc WiFi connections. 

The MPC framework handles discovery of peers and transmission of networks, transparently granting 

access to ad-hoc networking via a device’s Bluetooth and WiFi radios.  The MPC also framework 

offers encryption and authentication. However, as Serval is designed for operation over insecure links 

and thus includes its own encryption mechanisms, the usage of these security mechanisms is 

unnecessary for Serval on iOS. 

Because the MPC framework is a relatively new proprietary software library that has not seen 

extensive usage, it has not been studied in detail by academics. However, a presentation by Alban 

Diquet at Blackhat 2014 (Las Vegas) provided a detailed analysis into the MPC framework from a 

security perspective and provided some insight into the low-level workings of the framework. 

During his presentation, Diquet outlined the protocols used by the MPC framework: 

 Advertising and listening for advertisement over WiFi is achieved using Apple’s Bonjour 

protocol 

 A TCP based protocol Diquet refers to as GCK1 is used to exchange peer names, available 

security options, and negotiate UDP sockets 

 STUN/ICE is used to find the optimal network path to the destination address 

 A UDP based protocol Diquet refers to as GCK2 is used to perform the DTLS (Datagram 

Transport Layer Security) handshake and exchange data 

MultiPeer Connectivity during Suspension 
One of the limitations of the MPC framework identified during literature review is its inability to 

operate when the application using it is suspended (Quinn, 2014). This means that, unless an 

application using the MPC framework is being displayed on the screen of a user’s device, peer-to-

peer connections cannot be established with this user’s device. In response to a developer enquiring 

about whether this was possible on the Apple developer forums, “Quinn, the Eskimo” (of Apple 

Developer Relations) stated that this is by design: 

NotMyName is correct that Multipeer Connectivity does not function in the background. 

It /is/ possible to do networking from the background, but there are serious restrictions.  The most 

critical thing is that you have to prevent your app from being suspended [1].  If your app is 

suspended then its socket resources can be reclaimed [2] and everything falls apart. 

[1] With the exception of VoIP apps, which can maintain a TCP connection while suspended. 

[2] See Technote 2277 "Networking and Multitasking" 

<https://developer.apple.com/library/ios/#technotes/tn2277/_index.html>> 

This meant that finding a workaround to run Serval in the background on iOS was a priority. Though 

Quinn mentions that VoIP apps can maintain TCP connections while suspended, he explicitly states 

later in the forum thread that there is no way to accept incoming connections in this suspended 

state. 
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This means that even if The Serval Mesh for iOS includes support for VoIP calls on iOS and thus Apple 

allows the app to run as a background process with network capabilities, the application will still be 

unable to establish connections with others who do not have the app on the screen. While the ability 

to maintain already-established connections is certainly useful, if the nodes within the mesh network 

move out of range of each other (even briefly) these connections will terminate. 

Multiple sources mention Apple’s iBeacon as a means of establishing new MultiPeer Connectivity 

connections from within a suspended app (Dange, 2014) (Singh, 2014). IBeacon is a technology 

Apple introduced alongside MultiPeer Connectivity in iOS 7. It uses Bluetooth Low Energy (Bluetooth 

LE) to wake iOS devices when they come within range of iBeacon devices or other iPhones running in 

iBeacon mode. Apple’s API allows applications to be woken the device come within range of 

iBeacons; and this could be used by The Serval Mesh for iOS to wake other devices running the app 

when two devices come within range of each other. Once the two devices are woken from their 

suspended state, the MPC framework could be used as normal. Dasmer Singh of Venmo explicitly 

states that Venmo uses iBeacons for starting MultiPeer Connectivity communications between iOS 

devices. 

It is possible that the Serval Project will be able to leverage iBeacon to overcome the shortcomings of 

the MPC framework, and in doing so create a robust mesh networking application for iOS. 

Furthermore, if The Serval Mesh on iOS is released with support for voice over IP, it will fall into a 

category of apps that are allowed to maintain connections, meaning these connections could be 

maintained indefinitely so long as phones are within range of each other. 

Firechat 
Open Garden’s Firechat is a smartphone based mesh networking application similar to The Serval 

Mesh. It turns phones into nodes on a mesh network; enabling users to send messages without 

infrastructure. Unlike The Serval Mesh, however, it is compatible with both iOS and Android devices. 

Firechat has seen widespread usage in Hong Kong by protestors as part of ongoing pro-democracy 

protests, recording over several hundred thousand downloads in Hong Kong since the start of the 

protest (Cohen, 2014). One of the driving forces in Firechat’s adoption has been distrust of Hong 

Kong’s telecommunications networks, which could be shut down by Hong Kong’s authorities at any 

time. For this particular reason, organizers of the protests have been encouraging users to download 

the application while there is a good internet connection available. This preparation means that if 

the authorities do restrict access to the internet, protestors will still be able to communicate and 

coordinate. 

The potential for the government to shut down telecommunications infrastructure has not been the 

only reason for protestors in Hong Kong not trusting the internet. The government has demonstrated 

that they will use the internet to track the coordinators of the protests; stating that “It is a crime in 

Hong Kong to post messages calling on people to attend the protests“ (Wong, 2014) in reference to 

posts on the internet. The police have demanded Joe Lam, an executive of the HKGolden forum, to 

provide them with the IP addresses and messages associated with the account of at least one 

protestor who they have since arrested. 

Because Firechat uses a mesh network, there are no IP addresses for the police to use as evidence in 

court, which may be appealing from the perspectives of protestors. However, using Firechat is not 

without its own risks. A dissection of Firechat’s chat protocol by bloger using the handle ‘nameless’ 

(Nameless, 2014) identified several problems effecting using Firechat for sensitive communication. 

One of the issues identified is that Firechat does not provide any level of encryption of messages. 
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This means that a device in near proximity to two communicating Firechat nodes is theoretically able 

to capture every message sent. 

Another issue identified is that Firechat provides no identity verification. Users in Firechat are 

identified by their usernames; however, it is possible for users to pretend they are other members of 

the Firechat network by modifying messages as Firechat sends them, or by specifically creating 

falsified messages on their PC. While anonymity is a clear priority of the protestors in Hong Kong, it is 

not mutually exclusive with secure unique identities. Enabling users to verify that two messages are 

from the same person, users would be able to establish a trust system, and this could be useful in the 

coordination of protests. This would not sacrifice anonymity unless the user tied their identity to 

their real name.  
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Chapter 3 MultiPeer Connectivity Analysis 
Apple’s MultiPeer Connectivity framework is the reason it may now be possible to port The Serval 

Mesh’s functionality to iOS. It is a peer-to-peer framework that, as the name indicates, enables an 

individual iPhone to connect to multiple peers. An analysis of Apple’s MPC framework was 

undertaken. The approach to this was the construction of a series of chat applications build upon 

Apple’s MPC framework. 

The initial approach to this was to create MPC apps for both OS X and the one iPhone that was 

available to the Serval team at the time. This approach suffered from several problems. The first of 

these problems was that the code for each platform had to be duplicated between separate projects 

for each platform.  The second of these problems was that it made debugging harder: if something 

went wrong, neither of the clients would talk, and there was more that could go wrong because of 

the various systems involved in the system. 

The next approach was to use the single iPhone and a simulated iPhone to develop for the MPC 

framework. Though the simulator would talk to the iPhone using the MPC framework, its connection 

was unreliable and made debugging problems with the MPC framework code difficult. 

Once the Serval Project gained access to more iPhones, the results of experimentation with the MPC 

framework became much clearer as there was no possibility of quirks being introduced due to the 

usage of a simulator. When more iPhones became available, it was determined that a user interface 

should be used for testing. As no user interface had been created during the prior investigation of 

the MPC framework, an example chat application using the MPC framework provided by Apple was 

used for the remainder of the experimentation. 

Results 

Connecting iPhones With the MPC Framework 
For phones to talk with the MPC framework, they must first associate via the framework. In Apple’s 

demonstration application, association is achieved by the user defining the name of the chat room 

they wish to join, followed by the app listing other users joining that chat room and allowing you to 

request association with them. Following this request, a modal dialog was displayed on the other 

party’s iPhone. The other party could then decide to accept or reject this association request. Once 

the two nodes were associated, they could send messages or files between them. 

The necessity of each user interacting before association could occur was impractical for Serval’s 

purposes, and had to be eliminated for MultiPeer Connectivity to be used effectively. Fortunately, 

the MPC framework allows for more manual customization of the MPC framework’s association 

process; meaning that peers can automatically request and grant association without any user 

interaction. This is achieved through the manual usage of the MCNearbyServiceBrowser and 

MCNearbyServiceAdvertiser services, instead of using the simpler, abstracted versions of these as 

used in Apple’s demo app. By specifying call-back methods which immediately invite peers to 

associate when they’re detected, and which immediately accept invitations to associate, multiple 

nodes can automatically connect to each other. 

MPC in the Background 
Unfortunately, the MPC framework is unable to run in the background on an iOS phone. For the 

purposes of The Serval Mesh, this could have dire implications, as the mesh would consist only of 

phones with the Serval app open and displayed on the user’s screen. This limitation will greatly 

impede the usefulness of Serval on iOS if left unrectified. 
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No way was found within the limited capabilities of the iPhone 4 to overcome this limitation. Once 

an app went into a suspended state, Serval pauses and the MPC framework chat app ceased to 

function. Some methods to wake the iPhone sending push notifications from the internet and by 

using Apple’s iBeacon API; however, neither of these solutions were acceptable for different reasons. 

Using push notifications from the internet required internet access for the mesh network to be 

useful, which defeats the purpose of the mesh network. Using Apple’s iBeacon technology would 

have been an elegant solution, as iBeacon periodically sends out Bluetooth LE (Low Energy) beacons, 

enabling it to wake up other iOS devices within a close proximity. 

Examination of Firechat 
As part of the analysis of the MPC framework, the Firechat application was examined because it is a 

well-known example of a working MultiPeer Connectivity. The findings of this examination correlated 

strongly to the findings of the literature review. When Firechat was first investigated in September, it 

was seen that Firechat an internet connection before it could function as a chat application. 

Interaction between Firechat running on iOS (iOS7 running on an iPhone 4) and Android was briefly 

experimented with. It was observed that Firechat on Android would communicate with Firechat on 

iOS, and vice-versa, but only if the two clients were connected to the same infrastructure WiFi 

network. Once one of the clients was disconnected from access to the wireless network, 

communication ceased and would not be re-established until the two nodes were on the same WiFi 

network again. This was observed using the versions of Firechat published to the Google Play Store 

and Apple App Store as of 25th October 2014. 

Discussion 

Outcome 
The MPC framework was analysed, and several applications were made to experiment with the 

framework, enabling its API to be explored, and creating examples the Serval Project can refer to in 

future. The MPC framework was not added as a network transport to the Serval application. Instead, 

the steps needed to implement the MPC as a network transport were discussed with the Serval 

team. It was determined that it would be technically simple for the team to add the transport to 

Serval DNA as several other network transports have been added in the past. 

Limitations 
The limitations of the MPC framework identified during the literature review need addressing before 

Serval can rely on it as a network transport. Particularly, the MPC framework’s general inability to 

work without the application being on the screen would cripple the usefulness of a mesh network 

based on the framework. This limitation was verified during the experimentation. 

As identified in this project’s literature review, Apple iBeacon offers a potential means of overcoming 

this limitation. It was not possible to experiment with this solution during the course of this project 

as iBeacon depends on iPhones having a Bluetooth radio capable of Bluetooth LE, which limits 

iBeacon to the iPhone 4s and newer: the version of iPhone proceeding the iPhone 4s used by this 

project. 

Firechat, an app dependent on the MPC framework, has proven successful. During experimentation 

hoever,  it did not demonstrate that it had overcome the suspended-state limitation of the 

framework. This indicated that Firechat’s solution required a newer version of iPhone, or simply no 

solution had been implemented. 

Though the literature strongly indicates that iBeacon is a viable solution, investigation into using it be 

the first priority of the Serval Project if it elects to introduce official support of Apple iOS.  
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Chapter 4 Serval DNA on iPhone 
Making Serval DNA (Distributed Numbering Architecture), the core code behind Serval, work on the 

iPhone was core component of this project. The choice was either to re-implement a substantial 

amount of Serval’s existing code or to make Serval’s existing code work on iOS. Due to it being time 

prohibitive to reimplement a large swath of Serval’s code as it would create a substantial amount of 

development overhead, it was clear that for this project porting the existing code would be the 

superior approach. 

The basis of this work was a previous build of Serval for the iPhone by James Moore, who made an 

older version of Serval compile and run on iOS. This version, when run locally, was not observed to 

interact with any other nodes or do anything functional: it was simply an idle Serval process running 

on an iPhone. 

Clang 
Before porting Serval to iPhone started, the task was undertaken to make Serval compile using the 

clang-based C compiler that is used by the iOS development tool chain. This work was undertaken on 

OS X and resulted in several small compiler time issues being resolved, enabling Serval to compile for 

iOS. 

XCode 
Updating Serval to work in XCode was a necessary step to make Serval work on iOS, as XCode is the 

only tool capable of building and publishing iOS applications. 

James Moore’s previous work making an old version of Serval’s code compile for iOS was used as a 

basis for this step. Instead of creating a new XCode project, the outdated one was updated. The 

majority of work undertaken here was re-add all files (as Serval’s file structure has changed 

considerably since it worked in XCode) and fix each of the errors found by XCode when compiling 

and running Serval on iPhone. 

XCode provided useful debugging information during the process of getting Serval to run on iOS. 

XCode’s static analysis helped identify some compile would have prevented the compilation of 

Serval. The remaining errors consisted of blocks of Serval’s code within pre-processor directives such 

as ‘ifdefs’: pieces of code which were only compiled into Serval under certain conditions. These 

caused the compilation of Serval to fail when it was built for iOS, but not when Serval was built for 

other platforms. These errors proved challenging to debug because the static analysis provided by 

XCode did not analyse the code with the same set of environmental variables with which the code 

was compiled for iPhone, meaning the errors needed to be resolved from compiler error logs alone.  

Threading Model  
One change on iOS from Android is the limitations Apple applies to threading: Forking new processes 

is not allowed; meaning the only way to run code in parallel is to use threading.  

This meant that Serval needed to be run as a thread instead of as a process. James Moore previously 

implemented code to run Serval as a thread, however different decisions on how to start Serval 

meant that this had to be rewritten as part of this project. The code which runs Serval on the iPhone 

is quite simple. It assigns environmental variables to create an environment similar to what Serval 

would expect when run on a desktop. 

Serval is executed directly via a copy of its main() method; which is its entry point when run as a 

regular application; meaning the entry point to Serval is its command-line parsing code. This means 

that arguments can be passed into Serval as a string array to control the application. This approach 
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was adopted because resembles Serval running on a desktop machine; and using the same code 

entry point on desktop and Android as well as on iOS minimizes the number of environmental 

differences between Serval running on iOS and other platforms. 

Making Serval run as a thread had surprisingly few issues, though it broke some pointer validation 

causing some assertions to fail. This is because the memory locations used for Serval’s stack and 

heap were in reversed order, due to how threads are run. Andrew from the Serval Team was 

responsible for these issues being resolved. 

Serval Runtime Configuration 
Serval DNA expects to be able to read and write its files to a particular location. It also requires 

runtime arguments to operate in the way desired. 

The runtime arguments required to make Serval run in a thread on iOS were simply “start 

foreground”. Other arguments were originally experimented with, but were later replaced with 

environmental variables defined with the use of the ‘setenv’ function. This is a change from James 

Moore’s implementation, which instead created directories on the iPhone to match Serval’s 

directory structure.  

Outcome 
Serval now runs on the iPhone as a thread, and is capable of communicating with other iPhones and 

other devices running Serval DNA over an established network connection. 

Discussion 

Licensing 
Serval is publicly licensed under the GNU General Public License (GPL). The GNU GPL is a “copyleft” 

license, meaning that it can only be linked with other (compatible) open source software. 

Unfortunately, Serval for iOS needs to be linked to the iOS native libraries. 

This means that Serval for iOS binary cannot be released under the GNU GPL. For ordinary software 

projects, this would mean that this project could not be ported to iOS without each developer being 

directly contacted and their contributions to the code being relicensed. The Serval Project has 

fortunately maintained copyright over all of its code under the entity Serval Incorporated. 

Serval Incorporated is therefore entitled to publish binaries for Serval on iOS under traditional 

copyright. However, unlike on the Android platform, developers who are not part of Serval 

Incorporated will be unable to build and distribute their own versions of the Serval iOS app. 

If developers wish to use Serval as a form of “infrastructure” for other apps, e.g. as a networking 

library for a turn based video game, they are therefore unable to do so on iOS. A suggested 

workaround for this is for Serval to release a pre-build binary licensed for reuse and redistribution on 

iOS. This would enable other developers to utilize the technology behind Serval without needing to 

worry about complying with the GNU GPL. 

App Store limitations 
Another limitation of distribution on iOS is the model via which apps are installed on iOS. Without a 

phone being jail broken, the only way to install apps on a phone is to install them through the Apple 

App Store. By comparison, on Android, apps can be installed from unknown sources provided you 

can copy their Android Package (APK) files. On Android, this allows a phone running the Serval app 

to send a copy of the Serval app to another phone, which can be beneficial if telecommunications 

infrastructure is unavailable and the Google Play store is inaccessible. 
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This limits Serval for iOS’ potential in disaster scenarios, as the app must be installed before 

infrastructure is damaged or somewhere with working infrastructure. The Serval Project could 

potentially overcome this limitation by creating a “disaster ready” version of Serval; which runs on 

jailbroken iPhones, includes instructions and tools for jail-breaking iPhones, and can be used for 

redistributing Serval to other iPhones. One caveat is that this would add substantial overhead to the 

Serval Project and without a large team, or community contributions, would be unfeasible to 

implement and maintain. 

Objective C vs Swift 
It was decided that development for the iOS port would be undertaken using Objective C rather than 

using Apple’s more recently released Swift. This decision was made on the basis that Objective C is 

closer to C (it is a superset of the C language); its name is obviously more similar and is the more 

established technology.  

Though Objective C was used to create the platform specific code for this port of Serval to iOS, it was 

determined following this project (and after a workshop was undertaken at university by most of the 

Serval team) that Swift may be a better choice for the Serval iOS port. There are a few reasons for 

this decision. The first of these is that, in spite of Objective C’s name and origins, Swift (as a 

language) has more similar syntax to C than Objective C does. This translates to less cognitive load 

when reading the code, which should make contributing to Serval on iOS easier. Another reason 

Swift may be more appropriate than Objective C is that Objective C shares a namespace with C, 

while Swift requires a bridging header file before it can call C functions. The benefit of this explicit 

bridging is that the platform-specific code and Serval do not share a common namespace, meaning 

there is no danger of accidentally re-declaring or calling Serval functions, and there is no need to 

avoid using variable names that Serval has used as global variables. 

Wireless Configuration 
Configuring Serval to run on the iPhone was simple. Once the bugs preventing Serval from compiling 

and running on iOS were fixed, Serval worked almost immediately on iOS (excluding some run-time 

crashes caused by assertions failed). This enabled Serval for iOS to communicate immediately with 

other devices running Serval’s core on Android, Linux and OS X. 

This was evidenced by Serval appearing as a node on the other clients and being able to act as a 

store-and-forward node to send messages between Serval clients not concurrently connected to the 

same mesh network.  

OS X Support 
As a side effect of making Serval DNA compile and run using Apple’s set of software tools, Serval 

now compiles and runs on Apple OS X. This is because iOS and OS X use the exact same build tools; 

Clang/LLVM and XCode, and both use the Cocoa framework running on Objective C as the basis of 

most native software. 

The runtime environments of between OS X and iOS are also very similar: both operating systems 

have the same kernel and have the same idiosyncrasies compared to other operating systems, such 

as using the name ‘en0’ for their primary WiFi device. 

Running Serval as a background process 
As identified in the literature review, Apple allows a subset of applications (VoIP applications) to 

continue running in the background of an iPhone in a suspended state, maintaining existing network 

connections. This is very different to the iBeacon technology discussed in the literature review and in 

Chapter 3, which allows iPhones to briefly wake each other when they come near each other. If the 
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phones woken by iBeacon stay near each other, for example, the connections between the two 

phones will eventually be dropped and no iBeacon events will be stimulated again until the phones 

have moved away from each other briefly. This limitation would mean that if messages were sent 

between iPhones that had near each other for a while, messages would not be transmitted if the 

phones were both in suspended states. If Serval was able to run in the background, maintaining 

network connections, this problem would be eliminated. This would increase the speed messages 

moved through the network, as there would be far more connections in the mesh network than at 

any one time. 

It may be worthwhile for The Serval Mesh for iOS to introduce VoIP support to the iOS port explicitly 

to be categorized as a VoIP app and thus be permitted to run as a background application to 

leverage these benefits. 
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Chapter 5 Web Interface 

Justification 
It was decided that a web interface would be experimented with for Serval on iOS. This was chosen 

over using a native (Cocoa) interface for a couple of reasons. Primarily, it offered the potential for a 

consistent user interface that could be developed once for multiple platforms. This has the potential 

to reduce the amount of work undertaken by the core Serval Project development team, as they 

would not need to independently create an interface for each supported platform (both Android and 

iOS). 

The barrier to entry for developers contributing to a web interface is also much lower than it is for 

developers to contribute to Serval DNA. This could prove to be immensely beneficial to the Serval 

Project; as the existing interface could stand to be improved, but the task of improving the existing 

interface would require an understanding of Serval’s workings and code. 

Another reason for choosing to develop a web interface was Serval DNA’s existing REST 

(Representational State Transfer) API, which is based on HTTP. REST APIs are widely used in web 

development and because it uses HTTP, the API is convenient to use from a web-based application. 

This API has never been used in an application; prototype or otherwise. By using a web interface, 

and thus this API, valuable data could be gathered for the Serval team about the limitations and 

usage of this API, and documentation and examples could be written. 

The risks of using a web interface were minimal, as web interfaces are commonly used in both 

Android and iOS apps. Due to the prototypical nature of this project, there is no long-term obligation 

or commitment to continue using and maintaining a web interface. There was a minor risk that the 

REST API would prove to be insufficient for the required purposes, however because the API and 

HTTP server powering it were created internally by the Serval Project (and thus the API could be 

changed if it was not sufficient) this risk was marginal. 

REST API 
The web interface was possible because of Serval DNA’s REST API. 

Serval’s REST interface was implemented in November 2013 under a grant from the New America 

Foundation, and is based upon a custom HTTP server implemented by the Serval Project. Because 

this HTTP server is part of Serval DNA, it is available on every platform that the Serval DNA code is 

running on.  

Prior to the porting of Serval to iOS, Serval DNA’s REST API had never been used. The result of this 

was a number of teething issues that needed to be resolved before it could be used as a backend for 

the web interface. 

Two of these teething problems needed to be addressed for the REST API to be used. The first of 

these was that Serval’s REST API did not include enough functionality to be used as a backend for a 

chat application. The second was that Serval’s REST API did not include anything to overcome the 

Same-Origin policy, meaning that websites were unable to access the REST API running on Serval’s 

own HTTP server unless they were running from the same instance of the server on the same 

domain name. 

Missing Methods 

For the Rest API to be used for a MeshMS chat application effectively, two methods needed to be 

added to Serval’s REST API. 
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The first of the methods was the ability to get a list of the device’s identities. Serval DNA is 

structured in a way that allows it to have multiple identities. This means that if to send messages, or 

get a listing of new messages for an identity, it is necessary to provide the ID of the local Serval 

identity that the messages are being sent or retrieved from. 

A request to get a list of conversations for a local Serval identity is as follows: 

http://localhost:4110/restful/meshms/BDA8DD33C2C9B91561C3C88DB085BBA2C40DA799ED

E662CC8D296F759825C625/conversationlist.json 

The 64-character hexadecimal string is the Serval ID that the messages are being retrieved for, and is 

necessary to get a listing of conversations from the REST API. This proved to be problematic because 

Serval’s REST API had no method to list the local user’s identities, meaning all MeshMS methods on 

the Serval REST API were unusable unless the user manually enter their Serval ID.  

The second of these missing methods was that, though Serval was aware of other Serval nodes on 

the current mesh network, it did not expose a listing of these nodes through the REST API. This 

means that even if two users were standing adjacent to one another, connected via The Serval Mesh 

software, they would have to manually enter their Serval ID into each other’s phones before they 

could communicate using the application. 

This project resulted in the implementations of both methods, as they were essential towards the 

goal of using the REST interface as the basis of a chat client. 

Implementing these methods was complex as both could return potentially huge amounts of data, 

however the buffer used when writing the HTTP response was limited to just 8kB. This means that 

complex code needs to be used to write as much of 8kB to the buffer as possible, before sending 

that buffer and then resuming writing to the buffer. 

The process for this is roughly as follows 

1. Start with empty buffer 

2. Select a new line to write 

3. Write the current line to buffer 

4. Check if one line was able to fit in buffer 

5. If the line did not fit 

a. Undo writing line to buffer 

b. Send the buffer over the network connection 

c. Go back to step #3 

6. Go back to step 2 if there are more lines 

7. Send remaining buffer over the network connection 

This process has substantially greater complexity than just writing the entire message to a 

dynamically sized buffer at once would be, however this limitation is born out of Serval DNA’s 

necessity to run on embedded devices. 

This was further complicated by the way data was stored internally. The list of peers on the current 

mesh network, for example, is stored in a binary tree store. This means that the ‘Select a new line to 

write’ step involves storing the current place in the tree, and then selecting the next value from the 

tree rather than using a conventional iterator. 
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Lack of Documentation and Incomplete HTTP Server 

One of the issues with the REST API was that it makes concessions with the ways it follows some 

standards, such as how it accepted POST data (e.g. data from HTTP form submissions), and how 

these concessions were undocumented. This caused some trouble in this project when creating the 

web interface because some assumptions which would have otherwise been valid resulted in 

unclear exceptions and errors. 

Particularly, when POST data was submitted to the REST API (such as when a message was being 

sent), Serval DNA made the assumption that the data would be sent as a boxed binary blob with 

encoding explicitly defined. 

Unfortunately, this is an unusual way to accept POST data. Traditionally, POST data is submitted as a 

simple POST encoded string with encoding determined by the HTTP request’s headers, in the format 

shown below: 

POST 

/restful/meshms/BDA8DD33C2C9B91561C3C88DB085BBA2C40DA799EDE662CC8D296F759825C62

5/67B6E9B718CC1ED97F90417DB7E9E64CC95767A8113A2B89D6B880E4FD090351/sendmessage 

HTTP/1.1 

Host: localhost:4110 

Content-Length: 25 

Authorization: Basic ZGVtb3VzZXI6ZGVtb3Bhc3N3b3Jk 

Origin: http://localhost:4110 

Content-Type: text/plain;charset=UTF-8 

Accept: */* 

Accept-Encoding: gzip,deflate 

Accept-Language: en-GB,en-US;q=0.8,en;q=0.6 

 

message=Hello%2c%20world! 

This is the simplest way to send a POST request with HTTP. Unfortunately, when this request was 

received by Serval’s HTTP server it returned the HTTP error “415 (Unsupported Media Type)”. This 

was assumed to be referring to the Content-Type: perhaps the Content-Type was supposed to be 

form/multipart. 

This was amended, meaning the Content-Type header and submission body were changed to: 

Content-Type: multipart/form-data; boundary=----

WebKitFormBoundaryU3cAXwT40glOvR8r 

 

 

------WebKitFormBoundaryU3cAXwT40glOvR8r 

Content-Disposition: form-data; name="message" 

 

Hello, world! 

------WebKitFormBoundaryU3cAXwT40glOvR8r-- 

Though this was once again a valid HTTP request, it only resulted in the HTTP server returning the 

cryptic error “403 (Forbidden)”. It was not until a ticket on Github was made and the Serval team 

provided support that the issue was identified: The decision had been made to only accept messages 

that were transferred using the multipart/form-data Content-Type with encoding explicitly defined 

for each form part. This meant the submission body actually needed to be: 

------WebKitFormBoundaryU3cAXwT40glOvR8r 

Content-Disposition: form-data; name="message"; filename="blob" 

Content-Type: text/plain; charset=utf-8 
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Hello, world! 

------WebKitFormBoundaryU3cAXwT40glOvR8r-- 

The lack of support for simple POST data was undocumented and took a day of time in failed 

debugging, because support was expected and assumed that RFC 1867 (IETF, 1995) had been 

implemented in full. Proposed solutions posted in an issue created on Github (Wooldridge, 2014) in 

response to this included adding completed support for RFC 1867, improved error messages, or 

documentation of this behaviour. 

Due to time constraints, it is unlikely that the Serval team will implement completed support for RFC 

1867. However, as part of this project, documentation was written for the REST API including 

JavaScript code samples and a caution explicitly regarding this shortcoming the REST API. 

Overcoming the Same-Origin Policy 

To actually use the REST API from the web application, the first issue overcome was the Same-Origin 

policy employed by most browsers. The Same-Origin policy is a security feature in modern browsers 

that prevents JavaScript running on a website from interacting with other websites. 

The Same-Origin policy works in the following way: When JavaScript makes a request to another 

website using an XMLHTTPRequest() call (the method used to make HTTP requests form JavaScript), 

the browser containing the JavaScript must check if the resource is allowed to be accessed by the 

JavaScript. Because requests to Serval’s HTTP server require an authentication header, this means 

that the browser will send a pre-flight HTTP request before the actual HTTP request, asking whether 

the current source is able to make the actual HTTP request. Depending on the outcome of this 

response, the HTTP request will return either an error or successful response. 

This meant that if a website (or web application) was to interact with the Serval, at least one of the 

following needed to be implemented: 

 HTTP Cross Origin Resource Sharing (W3C, 2014) 

 JSONP (JSON with Padding) (Ippolito, 2005) 

 Support for sending general files to Serval’s web server so the web application’s files can be 

sent from the same origin as Serval’s REST API – within the rules of the Same Origin Policy 

Cross Origin Resource Sharing is a W3 recommendation implemented in all major browsers. The site 

being accessed remotely needs to explicitly permit the site accessing it remotely in the form of HTTP 

response headers and by responding to pre-flight requests confirming that the accessing site have 

been permitted access. If either of these is missing, then the browser either cancel or not allow 

JavaScript to view the response from the destination node. 

JSONP takes a different approach. Instead of using JavaScript to make an XMLHTTPRequest to the 

destination address to retrieve data, JSONP involves defining a globally scoped call back, and then 

making an HTTP request by embedding a JavaScript tag. The browser will load the JavaScript and call 

the globally scoped call back. This works because embedding JavaScript hosted on other domain 

names is not restricted by the same origin policy.  

Both CORS and JSONP were implemented into Serval’s HTTP server and REST API. Because of this, 

websites on local domains (e.g. websites with hostnames ‘localhost’ or ‘127.0.0.1’) are able to use 

the REST API. This made the REST API complete enough to use for creating a Serval based chat client. 
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Discussion 
The REST API, though initially difficult to work with, is now sufficient for implementing applications 

that use Serval as a messaging transport. These could include the creation of applications, turn 

based games, sensor broadcasting applications, etc. The REST API is simple and being part of Serval’s 

core means that it is usable on every platform supported by Serval DNA.  Because HTML and 

JavaScript interfaces are available on all of these platforms, it will be much easier to add support 

(including a user interface) for other platforms to Serval in future. 

Because the REST API does not require that applications link their code against Serval’s, there is the 

benefit that applications which want to use Serval as a messaging transport do not have to be 

released under the GNU GPL. This means that parties who simply unwilling to release their own 

application code under the GNU GPL are able to write applications that leverage the power of The 

Serval Mesh. The Serval Project should place emphasis upon the REST API, or similarly accessible 

APIs, to enable Serval to compete with Open Garden’s upcoming mesh networking library. 

It would be nice if the REST API could be used to implement a datagram or packet based network 

interface for Serval: that is, sending and receiving packets. This would enable third party developers 

to implement more messaging transports for Serval without the necessity of understanding or 

modifying its rather complex code. This would be inefficient by design due to the nature of HTTP – 

datagrams sent by Serval would need to be buffered and then polled by the client being used to 

implement this network transport (unless web sockets or server-side events are implemented into 

Serval’s code). The benefit of having a simple way to add network transports to Serval without the 

overhead of needing to learn how Serval functions or how to implement a new transport layer into 

Serval would be immense as it would enable developers to experiment with alternative transport 

mediums with ease. For the purposes of this project, it would have made implementing the MPC 

framework as a network transport trivial. 

Currently, The Serval Mesh does not get many contributions from developers outside of the Serval 

Project. Enabling third party developers to add messaging transports to Serval via the REST API could 

help third party developers be involved with the Serval Project. 

The decision to use a custom HTTP server for the REST API is questionable. On one hand, Serval can 

only include a lightweight HTTP server if it is to be run on Serval’s mesh extenders. However, on the 

other hand, it is only useful on the local machine, and if resources are at a premium an HTTP/JSON 

based API is not an ideal choice in the first place. Such an API will only likely be used on a more 

powerful device and thus an existing, fully-feature HTTP server could have been a superior choice. 

It is unfortunate that the REST API is implemented in C without the provision of dynamic memory 

allocation. Adding new methods to the API is more complex than should be necessary; when writing 

code that returns an HTTP response via Serval’s HTTP server, developers needs to pay attention to 

how much of the response buffer their code has written and segment what their code is writing into 

discrete chunks. 

Creating a Web Interface 
A web interface was created for this project using Facebook’s React.js user interface library and 

using the Flux pattern published by Facebook. These technologies are the basis of Facebook’s web-

based chat application. The decisions to use React.js and the Flux pattern were made for a few 

reasons. React.js was adopted simply because it was a familiar library capable of acting as a view 

component (the part of a program responsible for rendering its interface), and because it is 

appropriately licensed (BSD license). The Flux pattern was adopted because it is an increasingly 



  

21 
 

popular pattern that solved an immediate issue presented during the development of the 

application, which was updating many parts of the user interface based on events stimulated by 

users and from network events. 

During the development of the web interface some package managers and build tools were used. 

The package managers used were NPM (Node Package Manager) for managing build tools, and 

Bower for managing client-side JavaScript libraries. Gulp was used as a build manager for the web 

interface, coordinating the usage of several web interface compilation libraries to build Serval’s 

interface.   

The benefit of these using these package managers is that the piece of software that needs to be 

installed on a development machine in advance is Node.js. 

The steps for creating a development environment for the Serval Chat web interface is quite simple, 

and the only system dependencies are node.js, Node Package Manager (npm) and git.  The 

commands used to set up a development environment once these dependencies have installed are 

simply: 

git clone https://github.com/TobiasWooldridge/serval-web.git 

cd serval-web/ 

npm install -g gulp 

npm install 

bower install 

gulp watch 

There are many benefits to using a build manager such as Gulp for building a JavaScript application. 

One advantage of using a build manager such as Gulp is that it enables the JavaScript pre-processing 

tools. In this context of the Serval web interface, this was used to add support for JSX (React.js’ way 

of combining JavaScript and XML for the output of view elements) and as a way to add support for 

some ES6 (ECMAScript 6) features. This pre-compilation step enables modern language features to 

be used in the construction of the web interface without limiting the interface’s compatibility to 

modern browsers. Finally, gulp is configured to recompile the project intelligently as the project’s 

source files are changed. 

Saving Contacts 
One of the challenges when implementing the Serval Chat web user interface was that the Serval 

REST API, though it stored the state of messages sent and received, did not store any other state. 

Without the ability to store state such as a list of contacts and open conversations, the Serval web 

application would essentially reset every time it was opened. It would forget contact names, open 

conversations, etc. The solution chosen to overcome this limitation was to use HTML5 Local Storage 

in the web user interface. Local Storage functions as a persistent key-value store, with the intent of 

letting complex web applications save their state between visits to a website. Though iOS’ WebView 

component is not a conventional web browser, Local Storage functions as though it was in a web 

browser. This means that LocalStorage was the ideal approach to addressing this issue, as not only 

does LocalStorage function within the WebView Serval on iOS uses, but it also functions within all 

modern web browsers. The result of this is that it is compatible with every platform that the web 

interface Serval on iOS targets. 

This was successfully used to store contact details, as well as the order in which conversations were 

last spoken in and whether conversations were open or not. Because it is a general key-value store, 

there is no reason it could not be used to persist the rest of the application’s state as it is added. 
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Flux Architecture 
Due to the way the interface was designed, events stimulated by polling of the REST API or by the 

user could cause a number of elements to update. For example, the user could change the contact 

name of one of their contacts, which would result in a number of updates to the user interface as 

other person’s username changed throughout the interface. 

The Flux application architecture, conceived as the basis for Facebook’s web application, was used to 

implement this efficiently. Flux centralizes the dispatch of user interface events to a central 

dispatcher. All user interface events go through a central dispatcher, which then propagates the user 

interface (react.js). This meant that many of the user interface’s components could be updated using 

simple code in an efficient and consistent event driven manner. 

Debugging the web interface 
During the development process, there were several errors that occurred in the browser on the 

iPhone but not on the desktop MacBook the web interface was developed using. One of these errors 

was related to how the web user interface accessed on the desktop compared to how they were 

accessed on the iPhone. On the desktop, the user interface site was accessed over an HTTP server 

running on localhost (http://localhost/interface/index.html), whereas on the iPhone, the user 

interface site was accessed as a file (file://interface/index.html). This meant that the Single-Origin 

policy was a problem again: provisions were made to allow other sites running on http://localhost to 

access the Serval REST API; not for services on other local URLs including anything starting with 

‘file://’. 

After a couple of failed attempts, it was identified that Safari running on OS X could be used to 

debug Safari running on iOS. By enabling developer mode in Safari on iOS, and developer mode in 

Safari on OS X, the OS X version could be used to view the error console, network log, page source, 

etc. of the Safari instance on iOS. This makes debugging the web interface running in the WebView 

on iOS almost identical to debugging a web interface in Safari running OS X. 

With the aid of this, debugging the web interface proved to be as simple as debugging a web 

application on a desktop machine. 

Efficiently using the REST interface 
Serval’s REST interface makes some provisions for efficiently using it; such as facilitating the usage of 

long polling for checking whether there are updates to conversations.  

Discussion 
This project resulted in the successful creation of a web application using Serval’s REST API that 

serves as a user interface for Serval on both major mobile platforms as well as on desktop 

computers. 

Using a web interface is a pragmatic decision for the Serval Project if decides to support multiple 

platforms in future. The amended REST API and web interface makes adding a user interface for 

other platforms quite simple: adding support to Serval for another platform will only require writing 

a small amount of native code to start Serval and open the web interface. 

The creation of this web interface means for the first time that Serval has a user interface for 

desktop computers. Web interfaces can, on desktops, be similarly bundled into executable files. This 

means the work involved in implementing an end-to-end Serval for desktop application would be 

quite low. The Serval code already runs on Linux (it is developed primarily on Ubuntu machines), and 

because of this project it also runs on OS X. By combining Serval with the web interface, using one of 
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the many tools for packaging web interfaces to run as desktop applications, a Serval for desktop 

application can be released. This would enable Serval to be used as a desktop chat application, and 

could potentially add many fixed nodes to the mesh network. 

Flux and React.js were good choice for the architecture of the web application, particularly from the 

perspective of creating a working desktop client. However, they made it so simple to create a single-

page web application that no attempt at creating a multi-page application was made. Though a 

single page application is the correct form of user interface on a desktop web browser, where screen 

real estate can be effectively split between multiple conversations, the mobile app interface is not 

ideal each conversation should be modal (that is, occupy the entire screen).  

This divide between styles of interface most appropriate for mobile and web interfaces for the Serval 

chat web interface should be kept in mind when working on the web interface. If the Serval Project 

elects to support a web interface for both mobile and desktop clients, it will be preferable from a 

user experience perspective to create two separate modes of interface for each system. Due to 

React.js’ reusable components, it would not be difficult to share large amounts of code between the 

two interfaces. 
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Chapter 6 Combined Application 
Though the port of Serval to iOS did not integrate the MPC framework, it still functioned as a Serval 

node and was able to communicate with other Serval nodes including devices running Android 

(Figure 3), iOS (Figure 4), Ubuntu and OS X when connected to the same wireless network. 

This port was integrated with the updated REST API and web interface to create a working MeshMS 

chat application for iOS called Serval Chat. This can be used for communicating with other users on 

the current network, and though it lacks support for mesh networking (because the MPC framework 

has not been implemented), the iOS app can benefit from the mesh networking by interacting with 

an Android phone connected to the network. 

This meant that users could send and receive MeshMS chat messages from iOS, using infrastructure 

WiFi networks (or Serval on Android running in Hotspot mode). 

The application has not yet been published to the Apple App Store, as without integrating MultiPeer 

Connectivity, it cannot actually form mesh networks, only piggy-back on existing Serval mesh 

networks. 

 

Figure 3 Serval communicating between Android and iOS 
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Figure 4 Serval communicating between two iPhones 

This project has demonstrated that The Serval Mesh can be ported to the iOS platform. Though the 

MPC framework was not integrated to the application, this project demonstrated that networking 

with the MPC framework was possible and even if the issues identified with the MPC framework are 

not addressed (e.g. its inability to operate while the app is in a sleep state); a version of Serval for 

iOS is definitely possible. Ultimately, the project was successful in that it not only experimentally 

verified that Serval on iOS is possible , but went far enough to actually demonstrate a working Serval 

App for iOS.  
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Chapter 7 Other Discussion  

Serval Code 
Though Serval DNA works on iOS and Android, it was difficult and time-consuming to work with. This 

is understandable, and justifiable, as Serval DNA needs to be able to run on The Serval Mesh 

Extender devices, hence it needs to be memory and computationally efficient.  

The trade-off that Serval makes for this is simplicity, readability, the ability to easily on-board new 

developers and general development efficiency.  This may be the reason that, in spite of being a 

well-known open source mesh project, Serval has not attracted substantial contributions from the 

community at large, as reflected in Serval’s low number of change requests on Github. In the time 

that Serval has been on Github, there has only been 17 pull requests to the Serval Project. 

Some trade-offs that have been made by the Serval Project made implementing parts of this project 

more difficult than they needed. One of the key limiting factors in Serval development is that it is 

designed to run on machines with  (i.e. the mesh extender hardware).  

It may be worthwhile in future to maintain two separate code bases: one for simple devices such as 

mesh extenders and one for more powerful devices such as smartphones. The burden of writing 

Serval in a way compatible with embedded devices, even when features are only going to be used on 

more powerful devices, is extremely high. This translates to features being implemented slower and 

a much steeper learning curve required to interact with Serval’s core code. As Serval’s code is 

essentially developed by two people plus a steady stream of postgraduate students, this learning 

curve is a large inefficiency for the Serval Project. By splitting Serval into one codebase for 

embedded devices, and one for more powerful devices, this overhead could be addressed. 

The trade-off this provides would be that two versions of the Serval core would need to be 

maintained: one for embedded nodes and one for more powerful nodes. The embedded version 

would not need many features: the likelihood of the embedded version of Serval ever making a 

phone call is remote. The embedded version would merely need to serve as a transport, and, 

potentially, create rhizome bundles. If other features are needed, a more powerful device (and the 

full featured version of Serval) should be used instead. 
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Chapter 8 Conclusions & Future Work 

Conclusions 
This project explored the three primary areas of technical risk to create a port of the Serval Mesh 

application on iOS. These risks have been explored and substantially mitigated as has been described 

in the previous chapters.  The positive results confirm that a port of The Serval Mesh to iOS is 

possible, and that despite some limitations of Apple's MPC framework – in particular the issues 

surrounding loss of connectivity when an application is suspended – such a port would be functional, 

and relatively straight-forward to implement.  As a result the Serval Project is seeking grant funds to 

create the iOS port of The Serval Mesh. 

The following activities would be useful activities to address the residual technical risks, find 

solutions to the issues regarding connectivity while suspended, and Android/iOS interoperability.  

Also, having created an HTML interface to The Serval Mesh, it becomes apparent that a desktop port 

of the Serval Mesh has become more readily attainable than in the past. These opportunities are 

briefly described below. 

Bluetooth Beacon (iBeacon) investigation 
One of the key limitations of the MPC framework identified is its inability to wake apps from a 

suspended state. To increase the usefulness of The Serval Mesh network for iOS, Serval should 

always be able to send and receive messages to and from other nearby iOS devices. One of the 

potential solutions to overcoming this limitation was the suggestion of using Apple iBeacon to wake 

the app on other phones from its suspended state. iPhones can serve as iBeacons, and when two 

phones running the same software come into proximity with each other, the iPhones can be woken 

and the Serval app taken out of its suspended state. 

Due to budget constraints, multiple devices capable of Bluetooth LE (Bluetooth Low Energy), the 

basis of Apple iBeacon, could not be obtained. This meant that this potential solution could not be 

practically investigated during the course of this project. 

Creating desktop binaries for Serval 
While Ubuntu is the primary development platform of the Serval DNA software, Serval has been 

built for Windows in the past, and this project has added support for OS X to Serval, the Serval 

Project does not distribute the Serval application for desktop. Official support and official releases of 

Serval for desktop machines could add considerably to the value of mesh networks created by 

Serval, by increasing general usage of Serval, and by adding nodes to the mesh that are not bound by 

battery power and storage to the degree that smartphones are. 

One reason for this might be because Serval has never had a compelling user interface on desktop. 

However, with this project’s contributions to the REST API, and the creation of a working web 

interface for The Serval Mesh, a compelling desktop-compatible user interface for The Serval Mesh 

now exists. Together with one of the many platforms for turning web applications into cross-

platform desktop applications such as Node-Webkit (Wang, 2014), Serval could reuse this interface 

for targeting desktop platforms. This would for the first time give The Serval Mesh a user-friendly 

desktop client, increasing the value and usage of The Serval Mesh. 

Cloning the MultiPeer Connectivity Framework 
Though an analysis of the MPC framework was presented by Alban Diquet at Blackhat 2014, there is 

no open-source implementation of the framework available for either desktop (excluding Apple OS 

X) or Android devices. 
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Regardless of whether the MPC framework is used as a part of Serval in future, there would be 

significant value in creating an open source alternative to the platform as no similar equivalent for 

Android exists, and even if an Android equivalent did exist, it would not necessarily be compatible 

with the MPC framework. This would enable iOS and Android devices to communicate without being 

connected to the same WiFi network. 

Serval as a Library 
The Serval Project should investigate the possibility of packaging and documenting the usage of 

Serval as a general purpose network library for the benefit of other applications. One immediate 

benefit of this is that it would increase the number of nodes running in The Serval Mesh. Even if 

users do not necessarily have The Serval Mesh app installed, so long as they have an app that 

includes the Serval library installed, their phones will act as nodes within the mesh network. This 

would result in increased coverage and throughput of Serval’s mesh networks; because more 

phones would be acting as Serval nodes even if they were not users of its telecommunications 

applications. Furthermore, if developers create applications requiring networking using this library, 

their apps will continue to function in places without internet access, giving developers the 

opportunity to create and publish apps for the developing world and for usage in places effected by 

natural disasters. Firechat is already preparing to do this, offering email registration for notifications 

of when it will release its API. 

Because Open Garden’s Firechat is a direct competitor to The Serval Mesh in short messaging over 

mesh networks, it may benefit from widespread usage of its API. If the Serval Project does not 

implement a similar API, Open Garden will solidify its position as the mesh networking infrastructure 

of choice for developers, which would not serve Serval’s interests as Open Garden’s mesh 

networking technology is closed source and not as secure as Serval’s software.  

  



  

29 
 

Glossary  
App: An application with a user interface typically released for the web or mobile devices. 

API: Application Programming Interface. Used by software to interact with other software. 

AJAX: Formerly stood for “Asynchronous JavaScript and XML”, now refers to asynchronously making 

HTTP requests from JavaScript to dynamically update parts of a web page. 

Bluetooth LE: Bluetooth Low Energy, introduced as part of Bluetooth 4, Bluetooth LE introduced 

several low energy modes for Bluetooth. 

Clang: "C language" frontend for LLVM; enables LLVM to be used to compile C code. 

Cocoa: An Apple library used for creating iOS and OS X applications.  

ERU: New Zealand Red Cross Emergency Response Unit. 

GNU GPL: A free 'copyleft' software license. Software released under the GNU GPL must be 

distributed with its source code, or with a way to obtain its source code, including the source code of 

any libraries used. 

HTTP: Hypertext Transfer Protocol, the network protocol that is the basis of the web. 

IETF: Internet Engineering Task Force. 

inReach: A family of devices used for satellite based communications. 

LLVM: Formerly stood for "Low Level Virtual Machine", now refers to a set of compiler technologies. 

MPC Framework: MultiPeer Connectivity Framework. Introduced by Apple as part of iOS 7, this 

framework allows for peer-to-peer communication between iOS devices using Bluetooth and WiFi 

radios.  

OS X: Apple's operating system for their Mac and MacBook brands of personal computers. 

POST: The HTTP method for sending data to a server with the intention that the data is to be stored. 

REST API: Representational State Transfer. A pattern in creating web based APIs; instead of using 

remote procedure calls, clients of the API modify the state of entities using HTTP methods (GET, 

PUT, POST, DELETE, etc.). 

Serval DNA: Serval Distributed Numbering Architecture, also referred to as "Serval's Core", this is the 

core of Serval which provides enables devices to act as nodes within a mesh network. 

Serval ID: The ID users are given when they start The Serval Mesh app for the first time. This is a 

public key enabling other network users to securely send them messages. 

Serval Project: The organization responsible for developing The Serval Mesh app. 

The Serval Mesh: The Serval Project's primary application, which creates a mesh network and 

enables telecommunications, currently exclusively for Android. 

VoIP: Voice over Internet Protocol. 

XCode: Apple's proprietary IDE (Integrated Development Environment).  
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Appendix A: Rhizome Sync 
This project was originally not to port The Serval Mesh app to iOS, but to create an efficient system 

for the sharing of low bandwidth uplinks, such as DeLorme’s inReach devices, using a mesh network. 

This original project was called Rhizome Sync, and it was intended to be used by the New Zealand 

Red Cross Emergency Response Unit (ERU). The project would have enabled the ERU to share 𝑛 

InReach satellite uplinks between 𝑚 field personnel where 𝑛 ≥ 𝑚. This would enable the Red Cross 

to rapidly deploy more personnel to the scenes of natural disasters without the necessity to acquire 

more satellite uplink devices, which could be difficult following an earthquake.  

Rhizome Sync was to be undertaken in tandem with another honours student, Timothy Moore, who 

continued working on his part of Rhizome Sync following the retargeting of this projects. 

This would be an extension of a project being undertaken by the Serval Team to allow the Red Cross 

to use InReach satellite uplinks for sending survey data (e.g. damage assessments) to their base 

command, which would be a cheaper, quicker and more user-friendly alternative to transmitting this 

data with the usage of satellite phones. Phones would be able to send messages using The Serval 

Mesh, and these messages would be propagated until they arrived at a Serval node capable of 

uploading the message over a short message transport, directly to the ERU’s control centre. 

This would also help the Red Cross save money when responding to emergencies by allowing them 

to use only one or two uplink devices where they may previously have used many.  

There were two major components to the original project; creating an algorithm which could sync 

Serval Rhizome bundles (in one direction) over low bandwidth links such as satellite uplinks, and 

creating an algorithm for efficiently sharing uplinks. 

Efficiency of the synchronization algorithm was a priority, while as was ensuring that guaranteed 

successful, error-free message delivery. It was particularly important that the mesh network used 

uplinks on the mesh so that messages were not sent more than once where possible. As it is costly 

to send messages using the inReach Satellite Uplinks ($0.25-$1.00 per 160-character message), 

minimizing the redundancy of message sending was a priority as it would greatly impact the total 

cost of the system. 

For this project, a protocol for synchronization of Serval Rhizome bundles over low bandwidth links 

was defined and implemented using Java, and a simple simulator for simulating how sharing of 

satellite uplinks would work was created using Java. These protocols were unfortunately not 

implemented in a way that interacted with Serval, as the original project was cancelled. 

It was determined before this project was completed that parts of this project were not moving 

quickly enough, and time would be spent better applied elsewhere. Because the Serval Team 

wanted to apply for grants to port The Serval Mesh app to iPhone, this project was retargeted 

towards experimentally porting The Serval Mesh to iPhone and identify any limitations or difficulties 

that would be experienced in porting The Serval Mesh to Apple iPhone. 

  

 


